
Abstract— Text substitution is a common practice used by the 
criminals and terrorists for communication between them. Text 
substitution is helpful as it hides the actual meaning of the 
sentence. The substitutions are known only by their group 
members! In this paper we have considered detecting the 
substituted words with similar word frequencies to that of the 
original word. As these messages do not contain any sensitive 
words so they look normal. The algorithms such as kgram and 
oddity are individually not effective. So by using these algorithms 
together and that too in logical order (in sequence) which provides 
an effective detector.

Index Terms—k-gram, oddity, word frequencies. 

I. INTRODUCTION

There is a vast development in communication media, like 
internet especially in India, in last few years. This includes use 
of telephones, mobiles, E-mails. Groups (terrorists or criminals ) 
that are involved in unethical acts  communicate with one 
another via Internet. Contents of their communication provide 
evidence for thinking and actions for their targets. If the 
interception is being done by automated scanning of large 
numbers of messages, for example, by government Intelligence 
programs or organizational analysis of e-mail, obfuscation of 
content may be a better technique. The Terrorists are aware that 
their communication is likely to be scanned by system such as 
Echelon. One way to conceal content is encrypt the message but 
encryption draws attention to messages, making techniques 
such as traffic analysis easier to apply. Emails containing 
sensitive text can be separated by scanning every email for 
occurrence of sensitive words and then processing it using 
another level of data mining algorithms. However, illicit groups 
started substituting the sensitive word in the email by a normal 
word in order to hide the meaning of the sentence so that it can 
be interpreted as a normal mail. A terrorist or criminal group 
might adopt a standard set of substitutions, in which the words 
they do not wish to use are replaced by other words with similar 
frequencies. This system addresses the problem of detecting 
such substitutions of words with words of similar frequency. 

When a terrorists and criminals send messages they replace 
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certain words by other words or locutions. In this paper we 
consider ways to detect replacements that have similar 
frequencies to that of original words. In this paper we have 
implemented cosine similarity measures for the effective 
results.  

II. RELATED WORK
Substituted words in sentences are generally difficult to 

find. Generally terrorist use non-toxic words in place of 
sensitive words to conceal the meaning of actual 
communication there are three different ways to detect 
substituted words in text. But when these three methods are 
executed individually the accuracy is not satisfactory. 
Therefore when these three methods are implemented together, 
the output obtained is of high accuracy. SW.Fong and D.B. 
Skillicorn have proposed K-grams,Oddity, Hypernym oddity 
for detection of substituted words along with their accuracy rate 
and false rate [1]. 

In the graph 1 the combined predictor has prediction 
accuracy of 68% for sentences with substitution with a false 
positive rate of 16%. 

Graph 1 

In the graph 2 the combined predictor has prediction 
accuracy of 82% for sentences with substitution with a 
false positive rate of 30%. 
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III. COSINE SIMILARITY 
Cosine similarity is used for getting or testing the similarity  

of two vectors of inner product space which measures cosine 
angle between them. Cosine similarity identifies how similar 
two documents are, in term of the matter. We are going to 
measure to find similarity between the original and replaced 
words [2]. 

Cosine of the two vectors given by:- 
 
 
 
 
 
 

Consider two vectors V1 and V2, the cosine similarity is 
given by:- 

=  

The possibilities of the results  are as mentioned in the table 1 
 

Table 1 
Similarity Value Remark 

-1 Exactly Opposite 
1 Exactly Same 
0 Independent/Between similarity and 

dissimilarity 
 

The attribute vector V1 and V2 are the terms frequencies 
vector of documents. Since frequencies cannot be negative, the 
cosine similarity ranges from 0 to 1. 

IV. EXPERIMENTS 
Consider the example “The Attack will be tomorrow” as 

original sentence and “The complex will be tomorrow”, The 
figures in the table indicates the google Hits received when 
words are provided in “ ” [5]. 

Table 2 shows some retrieved Frequencies Of bag of words,  
 
 

 
 

          Table 2 
 

O riginal 
Sentence 
without 

stop 
words 

Bag of 
words 

with only 
target 
words 

(original) 

Frequency 
of original 
sentence(A) 

Substituted 
sentence 
without 

stop word 

Bag of 
words 

(B) 

Frequenc
y of 

original 
sentence(

B) 

Attack 
will 
tomorrow 

Attack  68500000 Complex 
will 

tomorrow 

Complex 76100000 

 Attack 
will 

510000  Complex 
will 

4650000 

 Attack 
will 
tomorrow 

4  Complex 
will 
tomorrow 

7 

 
By using above results we get,  

         Cosine similarity = 0.99993 
While finding the frequencies of the bag of the words we have 

removed the stop words. For example we have considered the 
sentence “the attack will be tomorrow”, for it after removing  
the stop words it becomes “attack will tomorrow”. In table 2 we 
have derived various word combinations . For every 
combination, a google hit count is received from googling them 
and the cosine similarity is calculated. 
In above sentence “the attack will be tomorrow”, “attack” word 
is replaced by “complex” and we have the cosine value as 
0.99993. From these we can detect that the original word can 
be “attack”. 

V. CONCLUSION 
The task of detecting substitutions is becoming important 

since terrorists and criminals or illicit groups are using 
substituted words in their document or mail by a normal word 
in order to hide the meaning of the sentence the use of certain 
words (e.g. ‘bomb’, ‘gun’, ‘attack’, etc.). Our technique 
proposes work to overcome from such a situation. This paper 
uses cosine similarity measure for the probable detection of 
substitution of text. Each of the measures performs poorly on 
its own, although we are exploring improvements to each, but 
together they begin to become practically effective. 
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